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Leashing the Surveillance State

How to Reform Patriot Act Surveillance Authorities
by Julian Sanchez

Executive Summary
Congress recently approved a temporary extension of three controversial surveillance provisions of the USA Patriot Act and successor legislation, which had previously been set to expire
at the end of February. In the coming weeks, lawmakers have an opportunity to review the sweeping expansion of domestic counter-terror powers since 9/11 and, with the benefit of a decade’s
perspective, strengthen crucial civil-liberties safeguards without unduly burdening legitimate intelligence gathering. Two of the provisions slated
for sunset—roving wiretap authority and the socalled “Section 215” orders for the production
of records—should be narrowed to mitigate the
risk of overcollection of sensitive information
about innocent Americans. A third—authority to
employ the broad investigative powers of the Foreign Intelligence Surveillance Act against “lone
wolf” suspects who lack ties to any foreign terror
group—does not appear to be necessary at all.
More urgent than any of these, however, is
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the need to review and substantially modify the
statutes authorizing the Federal Bureau of Investigation to secretly demand records, without
any prior court approval, using National Security Letters. Though not slated to sunset with
the other three Patriot provisions, NSLs were
the focus of multiple proposed legislative reforms during the 2009 reauthorization debates,
and are also addressed in at least one bill already
introduced this year. Federal courts have already
held parts of the current NSL statutes unconstitutional, and the government’s own internal audits have uncovered widespread, systematic misuse of expanded NSL powers. Congress should
resist recent Justice Department pressure to further broaden the scope of NSL authority—and,
indeed, should significantly curtail it. In light of
this history of misuse, as well as the uncertain
constitutional status of NSLs, a sunset should
be imposed along with more robust reporting
and oversight requirements.
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Letters,7 Congress held further hearings focused on these powerful tools, which allow
the Federal Bureau of Investigation to demand a wide array of telecommunications
and financial records without judicial approval.8
The hearings and associated debate generated both substantial press coverage9 and
an array of substantive reform bills.10 Ultimately, however, and despite a temporary
short-term extension aimed at allowing
further debate, Congress passed—and President Obama signed—a one-year reauthorization of the expiring provisions without
modification.11
The rationale for the limited reauthorization was that the intervening time would
be used for fruitful deliberation on needed
reforms, but that hope was not borne out.
Until February, there had been almost no
further debate in Congress concerning the
expiring Patriot provisions or the pressing
need for National Security Letter reform,
and press attention had been correspondingly scant.
At least some legislators, however, appear
to be growing weary of these deferrals. The
same one-year reauthorization that easily
garnered the two-thirds majority required
for fast-track passage in 2009 fell short this
year, to the surprise of many observers.12
Instead, Congress approved an extension
of the expiring provisions for just three
months, with leaders in both parties pledging that there would now—finally—be serious deliberation on the need for substantive
reform.13
As of this writing, most of the legislative
proposals that have been advanced involve
either long-term reauthorization without
alteration or modest amendments. Sen. Dianne Feinstein (D-CA) supports reauthorization through the end of December 2013,
along with an extension of the controversial
FISA Amendments Act of 2008 to the same
date,14 while Sen. Chuck Grassley (R-IA) is
seeking permanent reauthorization of the
expiring provisions.15 Sen. Patrick Leahy
(D-VT), meanwhile, has reintroduced the

Introduction
It is nearly a decade now since Congress
responded to the terror attacks of 9/11 by
granting its hasty approval to the USA Patriot Act, a sprawling piece of legislation
comprising hundreds of amendments to
an array of complex intelligence and law enforcement statutes.1 As the Washington Post
noted at the time, “members of both parties complained they had no idea what they
were voting on, were fearful that aspects of
the . . . bill went too far—yet voted for it anyway.”2
Recognizing that Patriot had significantly expanded government surveillance
authorities with minimal deliberation, Congress established expiration dates for 16
of the Act’s most controversial provisions.
It similarly established a sunset for the socalled “Lone Wolf” provision of the Intelligence Reform and Terrorism Prevention Act
of 2004, which allowed non–U.S. persons to
be monitored under the aegis of the Foreign
Intelligence Surveillance Act even if they
were unaffiliated with any foreign power.3
In 2005, Congress made 14 of those provisions permanent, but retained sunsets for
the Lone Wolf provision, as well as Patriot
Act provisions authorizing the secretive Foreign Intelligence Surveillance Court to issue
warrants for “roving wiretaps” and broad
orders compelling the production of business records or any other “tangible thing.”4
In the process, legislators added a number of
safeguards aimed, in part, at assuaging the
concerns of civil libertarians.5
In late 2009, as the sunset date loomed,
the judiciary committees of both the House
and Senate held extensive hearings to consider how these new powers had been used
and what modifications to the existing statutes might be appropriate.6 Additionally, in
response to a series of increasingly damning
reports from the Justice Department’s Office
of the Inspector General, showing large-scale
and systematic abuse of the Patriot Act’s expanded authority to issue National Security
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relatively mild reform legislation he sponsored in 2009, which at the time was approved by a bipartisan majority of the Senate Judiciary Committee.16
With additional time for deliberation,
however, Congress should consider more
far-reaching changes. With minor modifications, the roving wiretap provision can safely
be made permanent, providing greater clarity and certainty to intelligence investigators.
The Section 215 “tangible things” provision,
by contrast, requires additional Congressional scrutiny: it should be extended only in a
narrowed form, and with further reporting
and auditing requirements. The Lone Wolf
provision, which as of last year the Justice
Department said had never been used, can
simply be allowed to expire. (In the event
that consensus has not been achieved when
the new deadline arrives, there is little reason
to believe their expiration would cause any
near-term impediment to intelligence gathering: all three sunsetting provisions have
been used fairly sparingly, and are, in any
event, subject to a grandfather clause that
would permit their continued use for investigations already underway.17)
Most importantly, Congress should narrow the scope of National Security Letters,
which have already proven susceptible to
widespread abuse, and which federal courts
have already found to be seriously constitutionally defective in their current form. At
an absolute minimum, a series of procedural safeguards that the Justice Department
has already agreed to implement on a voluntary basis should be codified in statute.
Even with these added constraints, a new
sunset for expanded NSL authorities should
be established, along with mandatory auditing by the Office of the Inspector General,
to ensure that they are subject to adequate
congressional review.
I now turn to consider each of the sunsetting provisions, as well as National Security Letters, in detail. While many of the
arguments below are framed in terms of the
constitutional limits on government surveillance, they also provide policy grounds for

reform. Insofar as these provisions impose
heavier burdens on core privacy, speech, and
association interests than is necessary to the
protection of national security that should
be sufficient reason to seek a better balance
regardless of where one comes down on the
legal question.

The Lone Wolf Provision
The extraordinary tools available to investigators under the Foreign Intelligence
Surveillance Act, passed over 30 years ago in
response to revelations of endemic executive
abuse of spying powers,18 were originally designed to cover only “agents of foreign powers.” The Lone Wolf provision severed that
necessary link for the first time, authorizing FISA spying within the United States on
any “non-U.S. person” (that is, anyone not a
citizen or legal permanent resident) who “engages in international terrorism or activities
in preparation therefor,” and allowing the
statute’s definition of an “agent of a foreign
power” to apply to suspects who, bluntly put,
are not in fact agents of any foreign power.
According to a letter sent to Senator Leahy
in September of 2009 by Assistant Attorney
General Ronald Weich, the Lone Wolf provision’s authority had never been invoked as of
that date, and there has been no indication
that it has been used since.19
As with many post-9/11 intelligence reforms, the Lone Wolf provision has its genesis in the misguided assumption that every
intelligence failure is evidence that investigators lack sufficient surveillance authority—a
convenient scapegoat—while internal institutional dysfunction often bears the lion’s
share of the blame.20 In the aftermath of the
attacks, it was initially alleged that FBI investigators who had wanted to obtain a warrant
to search the laptop of so-called “20th hijacker” Zacarias Moussaoui were unable to do so
because FISA lacked such a Lone Wolf provision. This claim, according to the Congressional Research Service, provided the “historical
impetus” for Lone Wolf authority.21
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But a 2003 bipartisan report from the
Senate Judiciary Committee tells a very different story.22 It notes that on September 11,
2001, investigators were able to obtain a conventional warrant using the exact same evidence that had previously been considered
insufficient. Worse, the Committee found
that supervisors at FBI Headquarters had
failed to link related reports from different
field offices, or to pass those reports on to
the lawyers tasked with determining when a
FISA warrant should be sought. Officials in
charge, the Senate report concluded, misapplied such crucial legal standards as “probable cause” and falsely believed that they
could not seek a FISA order unless the specific foreign terror group with which a target
was affiliated could be definitively identified.
“In performing this fairly straightforward
task,” the report concludes, “FBI headquarters personnel failed miserably.”23 In short,
the problem was not that investigators lacked
Lone Wolf powers, but that they had not
properly applied the powers they already had.
Nevertheless, the new power was granted.
That it had not been used at the time of
the last reauthorization debate suggests that
the provision remedied no dire gap in existing surveillance authorities, but also that
it has not yielded any practical harm. The
Lone Wolf provision does, however, threaten
to blur the vital and traditional distinction
in American law between the constraints on
strictly domestic national security investigations and foreign intelligence.
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of prior rulings, suggesting that less stringent limits might apply where foreign powers were concerned:
Further, the instant case requires
no judgment on the scope of the
President’s surveillance power with
respect to the activities of foreign
powers, within or without this country. The Attorney General’s affidavit
in this case states that the surveillances were “deemed necessary to protect
the nation from attempts of domestic
organizations to attack and subvert the
existing structure of Government”
(emphasis supplied). There is no evidence of any involvement, directly or
indirectly, of a foreign power.25
The Court clearly saw the involvement of a
foreign power as a crucial factor demarcating two constitutionally distinct realms. Prior to 2005, the Foreign Intelligence Surveillance Act tracked this distinction, enabling
broad surveillance—subject to the oversight
of a secret court, and governed by laxer restrictions than apply in domestic criminal
investigations—of persons demonstrated to
be tied to foreign powers, including international terrorist groups.26 Absent the involvement of such a foreign power, the salient
considerations bearing on investigations of
true lone wolves are nearly indistinguishable from those that apply to investigation
of domestic terrorists and violent criminals.
While the Keith Court did suggest Congress
might create procedures for domestic national security investigations distinct from
those governing criminal investigations, the
Lone Wolf provision simply adds an additional trigger condition to a framework otherwise exclusively used for investigations of
foreign powers.
FISA’s definition of international terrorism still requires some foreign “nexus” before a suspected lone wolf can be targeted,
but the statute provides only the vague guidance that its aims or methods “transcend”
national boundaries. Construed strictly, this

Foreign Intelligence versus Domestic
Security
Courts have always extended greater
deference to the executive in the realm of
foreign intelligence than in cases involving
strictly domestic security concerns. In a seminal ruling in what has come to be known as
the Keith Case, a unanimous Supreme Court
held that the Fourth Amendment’s warrant
requirement applied with full force to strictly domestic intelligence investigations, even
where the national security was implicated.24
The Court did, however, echo the language

4

might be sufficient to keep the boundary
between foreign and domestic intelligence
intact. But Justice Department officials have
suggested that the definition would cover
a suspect who “self-radicalizes by means of
information and training provided by a variety of international terrorist groups via the
Internet,” which potentially makes a YouTube clip the distinction between a domestic
threat and an international one.27 Activities
“in preparation” for terrorism, according to
the legislative history, may include the provision of “personnel, training, funding, or other means” for either a particular act of terrorism or for a group engaged in terrorism.28
The FISA definitions of an agent of a foreign power applicable to citizens explicitly
require that a U.S. person targeted under the
statute must knowingly assist a foreign power. They also prohibit investigations conducted exclusively on the basis of protected
First Amendment activities, such as political
advocacy.29 There are no such explicit limitations in the Lone Wolf provision.
Moreover, while international terrorism is defined by statute, an analysis by the
Syracuse University’s Transactional Records
Access Clearinghouse, a research institution
focused on government oversight, suggests
that government entities apply the classification inconsistently. Federal prosecutors
decline to bring charges in a substantial majority of the terrorism cases referred for prosecution by intelligence and law enforcement
agencies, but in the recent cases where charges have been brought, more than a quarter of
defendants identified as terror related by the
Justice Department’s National Security Division were not so categorized by prosecutors.
Only 8 percent of defendants appeared on all
of three lists of terror-related cases independently compiled by the Justice Department,
federal prosecutors, and federal courts.30 In
light of this discrepancy—and especially in
the absence of the scrutiny imposed by a sunset—there are grounds to worry that removing the bright-line requirement of a link to a
foreign power may permit the FISA process
to be invoked for investigations involving

non-citizens that would more properly be
classified as criminal inquiries.
The Broad Scope of FISA Surveillance
Though the evidentiary showing needed
to target a person under FISA is looser than
under criminal law, the surveillance powers
it affords are substantially broader. So-called
“Title III” wiretaps in criminal cases require
evidence of a “nexus” between suspected
criminal activity and each location or communications facility monitored.31 Even then,
agents are only supposed to record conversations that are pertinent to the investigation.
Once someone is designated as an agent
of a foreign power, by contrast, information
collection is “heavily weighted toward the
government’s need for foreign intelligence
information,” meaning that “large amounts
of information are collected by automatic recording to be minimized after the fact,” with
the minimization of irrelevant information
occurring “hours, days, or weeks after collection.”32 In general, FISA “permits acquisition
of nearly all information from a monitored
facility or a searched location.”33 And as the
discussion of the other provisions analyzed
below should make clear, even casual associates of a target of FISA surveillance become
susceptible to acquisition of private records
detailing their activities.
Even when information has been formally
minimized, it may remain, in practice, available to intelligence agencies. In the 2003 case
U.S. v. Sattar, the FBI had reported that it had
conducted FISA surveillance subsequent to
which “approximately 5,175 pertinent voice
calls . . . were not minimized.” When it came
time for the discovery phase of a criminal trial against the FISA targets, however, the FBI
“retrieved and disclosed to the defendants
over 85,000 audio files . . . obtained through
FISA surveillance.”34 Moreover, while targets
of Title III surveillance are typically eventually informed of the eavesdropping, after the
investigation has finished, FISA targets are
not—enhancing the secrecy of intelligence
practices, but removing a powerful check
against abuses.35
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Recommendations
In sum, any investigation authorized under
FISA will tend to sweep quite broadly, collecting a more substantial volume of information
about innocent Americans than would be the
norm under Title III wiretaps. These significant differences may make sense in the context of spying aimed at targets who have the
resources of a global terror network to draw
upon, and who will often be trained to employ
sophisticated countersurveillance protocols in
their communications with each other.
The need for secrecy is heightened when
the target is a member of a larger group generally beyond the immediate reach of U.S. authorities—a group that may even have some
capability to infiltrate traditional law enforcement systems. The interest in continued
investigation of that larger group—whether
by turning or simply continuing to monitor
their agent in the United States—also means
that intelligence investigations may not have
criminal prosecution of the target as their
goal. As a rule, these considerations simply
do not apply to genuine lone wolves.
In the absence of the special needs created by the involvement of foreign powers,
then, reliance on the more stringent provisions of Title III should be the norm. This
should pose no problem for investigators,
because any application meeting the standard for the Lone Wolf provision, if legitimately construed to cover actual terror plotters, will also meet the standards of Title III.
Because Lone Wolf authority does not yet
appear to have been invoked, it is difficult
to gauge the appropriate level of concern
about its potential future uses. Since, however, it does not appear to have been necessary in practice, and by its own terms would
only properly apply when parallel criminal
authorities would also be available, there is
little good reason to leave it on the books.

under the auspices of the Foreign Intelligence Surveillance Act. The idea behind a
roving wiretap should be familiar to fans of
the acclaimed HBO series The Wire, in which
drug dealers rapidly cycled through disposable “burner” cell phones to evade police
eavesdropping. A roving wiretap is used
when a target is thought to be employing
such measures to frustrate investigators, and
allows the eavesdropper to quickly begin listening on whatever new phone line or Internet account her quarry may be using, without having to go back to a judge for a new
warrant every time. In 2009, FBI Director
Robert Mueller testified that roving authority under FISA had been used 147 times.36
Roving wiretaps have existed for criminal
investigations since 1986.37 There is broad
agreement, even among staunch civil libertarians, that similar authority should be
available for terror investigations conducted under the supervision of the Foreign Intelligence Surveillance Court.38
Serious civil liberties concerns remain
about the specific statutory language authorizing roving intelligence wiretaps, however.
To understand why, it’s necessary to examine some of the broad differences between
electronic surveillance warrants under FISA
and the Title III wiretaps employed in criminal investigations.
The Fourth Amendment imposes two
central requirements on warrants authorizing government searches: “probable cause”
and “particularity.”39 Under Title III, that
means warrant applications must connect
the proposed surveillance to some specific
criminal act, and must “particularly [describe] the place to be searched and the persons or things to be seized.” For an ordinary
non-roving wiretap, law enforcement satisfies that requirement by establishing a nexus
between evidence of a crime and a particular
place (such as a phone line, an e-mail address,
or a physical location). This will often involve
a named target, but it need not. For example,
a warrant might be obtained to bug a location known to be used for gang meetings,
or a mobile phone used to discuss criminal

Roving Wiretaps
Section 206 of the Patriot Act established
authority for multipoint or roving wiretaps
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activity with another target already under
surveillance, even if the identities of the persons making use of those facilities are not yet
known. The requirement of a demonstrable
nexus to criminal activity remains, however.
Authority to bug Tony Soprano’s office will
not entail a power to eavesdrop on his therapy session or bug his bedroom, absent good
reason to think he’s discussing mob activity
in those places. Since places and communications facilities may be used for both criminal
and innocent purposes, the officer monitoring the facility is only supposed to record
what’s pertinent to the investigation.
When a roving wiretap is authorized under Title III, things necessarily work somewhat differently.40 For roving taps, the warrant application shows a nexus between the
suspected crime and an identified target person rather than a particular facility. Then, as
surveillance gets underway, the eavesdroppers can “go up” on a line once investigators
have “ascertained” that the target is “proximate” to a location or communications facility. Perhaps in part because they require
an additional showing that a traditional facilities-based wiretap is unlikely to succeed,
these broad warrants are used relatively sparingly: only 16 were issued in 2009 at the state
level, and none at the federal level.41

anticipated speaker only “if known,”
Section 2518(1)(b)(iv), to satisfy the
roving intercept statute, the person
targeted for roving interception must
be identified, and only conversation
involving the specified individual may
be intercepted.42
Similarly, in United States v. Petti, the Ninth
Circuit wrote:
The statute does not permit a “wideranging exploratory search,” and there
is virtually no possibility of abuse
or mistake. Only telephone facilities
actually used by an identified speaker
may be subjected to surveillance, and
the government must use standard
minimization procedures to ensure
that only conversations relating to a
crime in which the speaker is a suspected participant are intercepted.43
The Patriot Act’s roving wiretap provision,
however, includes no parallel requirement
that an individual target be named in a FISA
warrant application, giving rise to concerns
about what have been dubbed “John Doe”
warrants that specify neither a particular interception facility nor a particular named
target.
An amendment in 2006 did at least add
the requirement that the description identify a specific target—which would appear to
entail that each target must be a particular
individual person, rather than some indeterminate group or class of persons satisfying a general characterization. But when the
identity of the target cannot be determined
conclusively, this too becomes difficult to
guarantee. So, for example, an application
targeting the person residing at a particular location or using a particular phone will
be indeterminate in scope if (unbeknownst
to the applicant) multiple people in fact fit
the description—rendering the communications of those other (potentially innocent)
persons over multiple facilities susceptible
to interception. A similar error may cause an

Problems of Particularity
A number of Fourth Amendment challenges have been raised to Title III criminal
roving wiretaps, on the grounds that a warrant naming a target, rather than a specific
place or facility, cannot meet the constitutional particularity requirement. In rejecting
such challenges, the courts have invariably
stressed that, in the modern context, the substitution of a named target for a named facility is a key feature that allows Title III multipoint wiretap orders to pass the particularity
test. For instance, in United States v. Bianco,
the Court of Appeals for the Second Circuit
emphasized that:
unlike other orders under Title III,
which requires identification of the
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agent to follow the wrong person to a new
facility in the case of a warrant with a named
target—but then, at least, the fact that there
clearly is a wrong person enables the error to
be corrected more readily and acquisitions
falling outside the scope of the warrant to
be decisively identified.
A reported intelligence violation uncovered by a Freedom of Information Act request from the Electronic Frontier Foundation provides a concrete illustration of the
point.44 In an investigation of an apparently
named, identified couple under FISA roving
authority, a clerical error resulted in a line
no longer used by the targets being included
in an order renewing electronic surveillance.
Subsequently, a phone apparently used by
a young child was monitored for five days
until agents realized the mistake. The error
was detected, in part, because technicians
noticed that the subjects identified in the
warrant had previously been assigned the
targeted line, but disconnected their service.
Knowledge of the identity of the subjects
also gave analysts a series of expectations
about the parties to the communication,
against which the fruits of surveillance
could be checked. An identity—as opposed
to a description—is a key to a broad universe
of records, and thus provides a multidimensional stream of information that can be
used for error correction. It might become
apparent, for example, that a phone is making calls from one location when the target
specified in the warrant is known to be elsewhere. When the target is known only by a
description sufficiently specific to enable
targeting of a wiretap, robust error correction is far less likely.

formation are collected by automatic recording to be minimized after the fact,” and that
after-the-fact “minimization” may not always
entail the destruction of the “minimized” information.45 Had the case discussed above
occurred under Title III, real-time minimization should have prevented recording of
communications on the targeted line unless
a known target could be positively identified
as party to the conversation.
This risk may be especially high when
surveillance involves the use of sophisticated online filtering technology at an array of
unknown facilities. Such overcollection is
a risk even when a target is named, because
the global scope of the Internet increases the
likelihood that (for example) multiple users
with similar names, or who have connected
from the same IP address at different times,
will hold accounts at a new facility. In the
course of a recent criminal investigation, for
example, the FBI inadvertently obtained the
full e-mail archives of an unrelated person
because of a typo in a warrant application.46
But the risk is greatly heightened without
the anchor of a named target.
As an illustration, consider the hypothetical (but presumably representative) wiretap
order described at a 2009 surveillance conference by attorney Joel M. Margolis, who
handles government surveillance requests
for the telecommunications company Neustar.47 Margolis outlined the difficulties an
Internet service provider might face interpreting an order instructing an ISP to target
the keyword, or virtual identifier, “RedWolf”
using Deep Packet Inspection technology.48
Targeting on a virtual identifier will often be perfectly legitimate, provided there is
evidence that the person using that ID at a
particular website or online service is acting
as an agent of a foreign power. Indeed, in the
case of a warrant naming a specific facility,
“the person using the ID RedWolf might be
an adequately specific characterization of
the target within the context of surveillance directed at that facility. But even when there is an
identified target, such monitoring creates an
inferential gap between the individual target

The Risks of “John Doe” Warrants
While permitting John Doe warrants
under Title III would be problematic for all
these reasons, the risk of improper overcollection is actually far greater in the intelligence context because, as discussed above in
the analysis of the Lone Wolf provision, FISA
surveillance is in general far broader than its
Title III counterpart. “[L]arge amounts of in-
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and the mechanism used to acquire his communications. John Doe” warrants add a second inferential gap.
Investigators will presumably be fairly
sophisticated about this; they are likely to
understand, for instance, that evidence sufficient to target RedWolf at one particular site
will not by itself justify acquisition on that
identifier elsewhere on the Internet. But the
probability of error is inevitably magnified
when a descriptive targeting mechanism is
transplanted across facilities, and especially
when the target is unknown independently of
that description. We are, as a result, far removed from the scenario in Petti, where there
was “virtually no possibility of abuse or mistake.”49 In light of the range of powerful tools
that will already be available to investigators
by the time probable cause is established—
including wiretaps of specified facilities,
National Security Letters, and Section 215
orders—it should be possible to determine a
name for most targets without an unacceptable delay. If this is not possible, however, we
should question whether the same tools that
are inadequate to yield a target’s identity will
permit that target to be reliably tracked from
facility to facility.

over 100 years) of audio, much of it in foreign languages; 1,610,091 pages of text; and
28,795,212 electronic files, the majority
pursuant to FISA warrants. A recent audit
of FBI backlogs by the Office of the Inspector General found that fully a quarter of
the audio collected between 2003 and 2008
remained unreviewed (including 6 percent
of counterterror acquisitions and 31 percent of counterintelligence acquisitions, the
two categories covered by FISA wiretaps).51
Meaningful independent review of this volume of intelligence collection must, in practice, be fairly superficial. Indeed, when the
target is known only by description, a mistaken collection may not be immediately
obvious even after the fact.
Other structural features of the criminal
justice system do provide a form of de facto
after-the-fact oversight for electronic surveillance in criminal investigations. Because Title III wiretaps aim at criminal prosecution,
investigators must anticipate that they will
be subject to a distributed form of de facto
review by defense counsel, who have a right
to seek discovery and a powerful incentive to
identify any improprieties. Even when an investigation does not result in charges being
brought, wiretap targets must be notified of
the surveillance after the fact.52
FISA surveillance, by contrast, is covert
by default, and often seeks intelligence for
purposes other than criminal prosecution.53
Even when the fruits of FISA collection are
used at trial, discovery is far more limited.54
Defenders of this and other Patriot Act provisions often assert that they only provide
intelligence agencies the same tools available in criminal investigations, but almost
invariably neglect the profound structural
differences between criminal and intelligence law.

Why Ex Post Oversight Isn’t Enough
Congress made some effort to address
such concerns when it reauthorized Section 206 in 2005, adding the aforementioned requirement that FISA applications
describe a specific target. Under the revised
roving statute, eavesdroppers must inform
the FISA Court within 10 days of any new
facility they eavesdrop on (60 days if cause
for delay is shown), and explain the “facts
justifying a belief that the target is using, or
is about to use, that new facility or place.”50
That is a step in the right direction, but
back-end checks and oversight are unlikely
to be an adequate substitute for front-end
limitations on the scope of covert surveillance, and indeed, may create a false sense of
security.
Consider that in fiscal year 2008 alone,
the FBI collected 878,383 hours (or just

Recommendations
Because FISA surveillance is in practice
subject to less robust ex post scrutiny, it is,
if anything, more important to constrain
the discretion of investigators in selecting
target facilities at the acquisition stage. Ide-
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Section 215 Orders

ally, Congress should impose a requirement,
parallel to Title III, that the target of a roving wiretap be a named individual—as in all
likelihood is already the case for the vast majority of the 22 roving FISA wiretaps issued,
on average, each year. For the small number
of unnamed targets, the array of other FISA
tools that would already be available—including facilities-based wiretaps and authority to acquire business records—should enable identification of the target before roving
surveillance begins. With that change, FISA
roving authority could safely be made permanent.
If experience with previous roving investigations suggests that greater flexibility is
truly essential, FISA could permit a John Doe
application to make the showing needed to
justify roving authority, but remain limited
upon issuance to a specified set of facilities.
Roving authority would be triggered only after agents had positively identified the John
Doe target, and made a submission to the
FISA Court of the facts supporting the conclusion that the target described in the initial
order had been identified. The FISA Court
would need to ratify this identification within a relatively short period—10 days seems
reasonable—but without the need to approve
an entirely new application. With the latter
modification, roving authority could be renewed, but should not be made permanent
without a further period of review.
In either case, the Justice Department’s
annual FISA report to Congress should be
required to include a tally of the number of
roving orders issued each year and, if applicable, the number of those issued without
a named target. To the extent possible, any
opinion of the FISC involving substantive
interpretation of the scope of roving wiretap authority should be made available in a
public, redacted version. Finally, Congress
should direct the Justice Department’s Office of the Inspector General to conduct periodic audits of roving wiretap orders and
prepare reports on their use, which should
be redacted as necessary to permit public
release.

Section 215 of the Patriot Act vastly expanded the ability of investigators to compel
the production of sensitive records. Between
1998 and 2001, FISA allowed the Foreign
Intelligence Surveillance Court to issue orders demanding records from a few specified
categories of business, provided the FISC
found there to be “specific and articulable
facts” supporting the belief that the records
pertained to a “foreign power or an agent
of a foreign power.”55 During that time, the
business records authority was invoked only
once.56
The Patriot Act expanded this authority
in three crucial respects. It removed the limitation on the types of businesses to which
production orders could be issued; it expanded the items covered by the orders from
business records to any “tangible thing”; and
perhaps most importantly, it removed any
requirement that the information sought
pertain to a person suspected of involvement
with terrorism or a foreign government.
These demands are subject to gag orders
prohibiting the recipients from disclosing
their existence. Unlike National Security Letters, these gag orders are at least imposed
by a federal judge, but their breadth and
the highly deferential standard of review to
which they are subject parallels language in
the NSL statutes that has already been held
incompatible with the Fourth Amendment
by the U.S. Court of Appeals for the Second
Circuit.57 Third-party custodians of records
would have few incentives beyond sheer
public-spiritedness to expend resources challenging these orders under any circumstances, and fewer still when the reviewing judges
are instructed to treat the mere assertion of a
national security need for secrecy as “conclusive.”58 A challenge under such a standard requires a willingness to tilt at windmills with
a gold-plated lance.
The initial wording of Section 215 required only that the records be sought for a
foreign-intelligence investigation. Congress
subsequently raised this standard, requiring
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How Protected are Third-Party Records?
During the initial debate over the Patriot
Act, Senator Leahy justified the expansion of
Section 215 on the grounds that “the Fourth
Amendment does not normally apply to
such techniques and the FBI has comparable
authority in its criminal investigations.”64
Supporters of the provision, since the Act’s
passage, have routinely invoked similar comparisons to such tools as administrative- or
grand-jury subpoenas, despite significant
differences between these authorities.65
While a detailed analysis of the thirdparty doctrine is beyond the scope of this
paper, it bears noting that it has long been
the subject of blistering criticism by legal
scholars, especially as technological change
has increased the quantity of personal information about each of us held by third
parties.66 One of its lonely defenders in the
academy has characterized it as “the Fourth
Amendment rule scholars love to hate. . . .
the Lochner of search and seizure law, widely
criticized as profoundly misguided.”67 Numerous state supreme courts have rejected
it, in whole or in part, under state constitutional provisions parallel to the Fourth
Amendment.68
If we stipulate the general validity of the
third-party doctrine for the sake of argument, however, it is worth noting that it has
traditionally been applied precisely to records,
retained by firms whose employees have access to them for ordinary business purposes.
It is not a blanket Fourth Amendment exception for any item in the possession of a third
party. The exception does not, for instance,
extend to the contents of rented storage
lockers.69 A recent appellate ruling has similarly suggested that it does not apply to the
contents of remotely stored e-mail, which a
25-year-old federal statute had hitherto permitted to be obtained without a probablecause warrant in many circumstances.70
Even within the category of records, appellate courts have begun indicating that
the third-party doctrine will not always apply. The Third Circuit recently held that location records held by mobile phone provid-

a recitation of facts providing “reasonable
grounds to believe” that the information is
relevant to an authorized investigation to
protect against terrorism or an intelligence
investigation whose target is not a U.S. person.59 This is “an undemanding standard
that requires the government to show that
the tangible things may have a bearing on
or produce information probative of the
investigation.”60 But the FISC is further required to find that records are presumptively
relevant on a showing that they pertain to
an agent of a foreign power, a person in contact with an agent of a foreign power, or the
activities of such an agent.61
In the modern context, that standard
permits the acquisition of a wide array of
sensitive information about an enormous
number of Americans with no connection
to terrorism, on the basis of the most tenuous connection to any actual suspect. “When
combined with the broad sweep of the three
areas in which a tangible-things order is
presumptively relevant,” according to the
manual coauthored by the former head of
the Justice Department’s National Security
Division, “FISA appears to allow the government to obtain a tangible-things order with a
minimal showing that the items it seeks are
connected to the activities of a foreign power
or agent of a foreign power.” This might include, for example, “the bank records of the
grade school teacher of the child of a person
who is suspected of being an agent of a foreign power.”62
Like National Security Letters—which are
issued entirely without advance judicial approval—Section 215 orders need not be supported by the individualized suspicion or
finding of probable cause normally required
for a Fourth Amendment search. In both
cases, the legal theory underpinning such a
procedure is the so-called “third-party doctrine,” which rests on the dubious proposition that persons normally waive their “reasonable expectation of privacy” when they
provide documents to third parties, even
when those parties are contractually or statutorily bound to confidentiality.63
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ers do enjoy Fourth Amendment protection,
in part because “[a] cell phone customer has
not ‘voluntarily’ shared his location information with a cellular provider in any meaningful way.”71 A parallel argument could
easily be made for much of the transactional
information, or metadata, generated by online activity and collected by websites or service providers.72 As these cases should make
clear, courts are still in the early very stages
of grappling with the proper application of
the Fourth Amendment to the Internet era.
Moreover, there are a range of distinct
First Amendment interests implicated by
government access to online transactional
data and other records that may reveal expressive activity, which are explored in greater detail in the section dealing with National
Security Letters below.73 In brief: numerous
courts have found that heightened scrutiny
is necessary when the compulsory production of records would burden the right to
speak, read, or associate anonymously. Judges reviewing applications under Section 215
may, of course, take such considerations into
account sua sponte, but with respect to covert
national security investigations, recipients
of these orders will typically have neither the
incentive nor—just as crucially—the information necessary to mount an effective challenge on these grounds when appropriate.
Language in the amended Section 215
does explicitly limit the scope of orders to
items that could be obtained via grand-jury
subpoena or similar compulsory process.74
But the secrecy surrounding the orders,
coupled with the broad scope of “tangible
things” authority, invites uses that push the
boundaries of the already overbroad Fourth
Amendment loophole upon which this authority is premised, even as courts begin
moving to clarify and narrow it. Secret proceedings before the FISC are, to put it mildly,
not the ideal forum to test the outer limits of
an evolving area of law.

tion 215—the Justice Department was at
least initially relatively circumspect in its use
of this authority, limiting itself to seeking
actual business records during the period
covered by the Inspector General’s audits.75
Indeed, expanded Section 215 authority was
not used at all for two years after the passage
of the Patriot Act, and appears to have been
used relatively sparingly since then.76 Moreover, the FISC appears to be fairly active in
keeping the scope of Section 215 orders narrow: of the 21 sought in 2009, for example,
the Court made modifications to 9 of the
orders.77
There are, nevertheless, several reasons
for concern. First, the relatively sparing use
that has been made of Section 215 may is
attributable in large measure to the extraordinary breadth of post–Patriot National Security Letters, which make a wide array of
the most useful records available to investigators without the need for a court order.
FBI agents interviewed by the Office of the
Inspector General have made it clear that,
in light of the substantial delays associated
with Section 215 orders,78 they are regarded as a tool of “last resort,” employed only
when National Security Letters or other authorities are unavailable.79 Indeed, the first
uses of the authority appear to have been
motivated primarily by a desire to justify its
existence to legislators: as a Justice Department attorney explained to the Office of the
Inspector General, by the summer of 2003,
“there was a recognition that the FBI needed
to begin obtaining Section 215 orders because . . . Congress would be scrutinizing the
FBI’s use of the authority in determining
whether to renew the authority.”80
Should NSL authority be narrowed along
the lines recommended below, however, it is
highly probable that a sharp increase in the
use of Section 215 would ensue. This would
be an unambiguous improvement, insofar
as it substituted judicial authority for agency fiat in compelling the production of records, but could lead to attenuated scrutiny
unless adequate resources are allocated to
the application-review process.

Section 215 in Practice
Fortunately—and owing in part to the
substantial controversy surrounding Sec-
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Second, the Justice Department’s relatively conservative approach to Section 215
appears to be, at least in part, a function of
the scrutiny associated with the authority’s
sunset. In popular discourse, the provision
has often been referred to as the “library
provision” because it has generated strong
opposition from librarians chary of government inquiries into their patrons’ reading
habits.81 In at least one case, investigators
seeking production of library records were
told that a “supervisor would not permit
the request to go forward because of the political controversy surrounding 215 requests
for information from libraries.”82 That reticence could easily diminish were the provision made permanent.
Finally—and perhaps most worryingly—
testimony from Justice Department officials during the 2009 reauthorization debate revealed that Section 215 “supports
an important sensitive collection program”
about which a few select legislators had
been briefed.83 The heavily redacted public
versions of reports from the Office of the
Inspector General do not discuss uses of
Section 215 connected with this program,
which in any event appears to postdate the
audit period. Lawmakers familiar with the
program, however, have suggested that crucial “information about the use of Section
215 orders that . . . Congress and the American people deserve to know” is absent from
the public debate.84
In 2005, legislative language narrowing
Section 215 authority to require a factual
showing that records being sought pertain
to terrorists and spies, or their associates,
had been approved unanimously by both
the Senate Judiciary Committee and the
full Senate, but was ultimately removed
from the reauthorization bill signed by
the president. When a similar reform was
rejected in 2009, apparently as a result of
a classified briefing in which intelligence
officials alleged that such a modification
would interfere with this “sensitive collection program,” Sen. Richard Durbin (D-IL)
complained:

[T]he real reason for resisting this obvious, common-sense modification of
Section 215 is unfortunately cloaked
in secrecy. Some day that cloak will
be lifted, and future generations will
whether ask our actions today meet
the test of a democratic society: transparency, accountability, and fidelity to
the rule of law and our Constitution.85
The most troubling and direct statement on
the subject came from former senator Russ
Feingold (D-WI), then a member of both the
Intelligence and Judiciary Committees, who
asserted that he had become aware of specific abuses of Section 215 unknown to the
general public and, indeed, to most members of Congress:
I recall during the debate in 2005 that
proponents of Section 215 argued
that these authorities have never been
misused. They cannot make that statement now; they have been misused. I cannot elaborate here, but I recommend
that my colleagues seek more information in a classified setting. [Emphasis
added.]86
In short, while the limited public reporting
on the use of Section 215 indicates that it
was used relatively conservatively through
2006, there are ample grounds for concern
that the provision’s broad language permits
far more sweeping information collection
about innocent Americans—and, indeed,
there are hints that steps in this direction
may have already been taken.
Recommendations
Notwithstanding these concerns, greater
future reliance on a properly circumscribed
Section 215—as a substitute, in many cases,
for National Security Letters, which lack
adequate judicial supervision—would constitute a significant improvement from a
civil liberties perspective, and the Justice
Department and FISC should be allocated
such resources as may be necessary to render
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this feasible. In order to effectively play this
role, Section 215 authority that is somewhat
more expansive than what existed under the
pre–Patriot Act FISA may be appropriate. To
compensate for the heightened risks to civil
liberties inherent in covert intelligence gathering, however, the scope of Section 215 orders and the standard of review FISC judges
apply to them should be tightened so as to
foreclose the possibility of fishing expeditions through the sensitive records of innocent Americans only tenuously connected to
terror suspects.
First, in light of the evolving state of jurisprudence concerning data entrusted to
third parties, Section 215 authority should
be explicitly restricted to business records
whose subjects lack a Fourth Amendment
expectation of privacy in their contents. This
would clarify that Section 215 does not apply, for example, to private documents held
by cloud-based storage systems, or to the increasingly precise and detailed information
about a person’s day-to-day physical movements that may be derivable from mobiledevice records. It would also recognize explicitly that courts continue to grapple with
the question of how far citizens’ “reasonable
expectation of privacy” extends to other records created by third-party information
processing, but not normally subject to human review.87 FISA’s physical search and
electronic surveillance authorities, subject
to a probable-cause standard, would remain
available for protected records and other
tangible things.
Second, the presumption of relevance
for certain categories of records—which the
attorney general has previously indicated
the Justice Department does not require—
should be repealed.88 Instead, applications
for a Section 215 order should be required
to cite specific and articulable facts demonstrating that the records sought are both relevant to an investigation and fall under one
of three categories: records pertaining to a
suspected agent of a foreign power who is
the subject of an authorized investigation,
to persons in contact with such suspected

agent, or to the activities of such a person
or group when this is the least intrusive
available means of identifying the persons
involved in those activities.89
This dual requirement would give FISC
judges a clearer basis for evaluating the evidentiary showing in Section 215 applications, and ensure that something beyond
mere casual contact with a suspect justifies
acquisition of Americans’ sensitive records.
At the same time, the relative laxity of the
relevance standard ensures that agents are
not burdened with too high an evidentiary
bar in the exploratory phases of an investigation. On the basis of the limited information available in the inspector general’s
public reports, it appears highly probable
that most—if not all—of the Section 215 orders issued between 2003 and 2006 would
already meet this standard. Where there is
a compelling argument for broader routine
access to specific types of records, and such
access would have minimal effect on speech
or privacy interests, Congress may wish to
consider more narrowly tailored legislation,
along the lines of the rules governing importation or sale of certain precursor chemicals
for narcotics or explosives.
Finally, the process for challenging Section 215 gag orders should be explicitly altered to comport with the Second Circuit’s
ruling in Doe v. Mukasey, which held that a
parallel review process in the National Security Letter statutes failed to adequately
respect the First Amendment interests of
recipients.90 That standard requires recipients to wait a full year before challenging
a nondisclosure order, burdens them with
establishing that there is “no reason” to
believe disclosure “may” interfere with any
investigation or harm national security, and
requires judges to treat certification by a
high-ranking Justice Department official as
“conclusive” on that question.91
The required one-year delay should be removed, and the burden of establishing some
realistic likelihood of an identifiable harm
shifted to the government. FISC judges will
naturally—and appropriately—extend sub-
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fold increase over historic norms.”94 Perhaps
unsurprisingly, the expanded authority has
already been subject to what the inspector
general called “widespread and serious misuse.”95
NSLs have their origin in an exemption
from federal privacy statutes created in the
late 1970s, which permitted the voluntary
disclosure of otherwise protected financial
records when they concerned a suspected
foreign spy. They have evolved over time
into a set of extraordinarily broad compulsory tools akin to administrative subpoenas.
NSLs now permit the FBI and certain other
agencies to demand detailed financial records, consumer credit reports, and telecommunications transactional records without
judicial authorization.96 While there are currently five distinct NSL authorities, spread
across four federal statutes, this paper will
focus on the two types used exclusively by
the FBI that account for the overwhelming
majority of NSLs issued.
NSLs under the Right to Financial Privacy Act97 are used to compel the production
of records from “financial institutions,” a
statutorily defined category now encompassing a wide array of entities that, in the words
of former Assistant Attorney General David
Kris, “would not ordinarily be considered
financial institutions.”98 NSLs under the
Electronic Communications Privacy Act99
are used to obtain telephone and Internet
transaction records. They may be served on
traditional telecommunications firms and
Internet service providers, but also any other
online service that gives users “the ability to
send messages or communications to third
parties”—such as Facebook, Gmail, or AOL
Instant Messenger.100 The precise range of records that can be obtained with ECPA NSLs
is currently contested, but the FBI has traditionally asserted the right to demand—and
has apparently received—almost anything
short of actual communications content.101
The language of the statute refers to “toll
records”—traditionally meaning records of
telephone numbers dialed and received—but
in the modern era is generally understood

stantial deference to the government’s assessment of such risks, but the “fiat of a
governmental official, though senior in rank
and doubtless honorable in the execution of
official duties, cannot displace the judicial
obligation to enforce constitutional requirements.”92 Nondisclosure orders should be
narrowly tailored and, whenever possible,
time limited to ensure recipients’ speech
rights are not constrained past the point necessary to protect national security. Similarly,
the one-year delay imposed on challenges to
the underlying orders—which denies recipients access to judicial review until long after
the production of records—should also be removed.
While Section 215 could, in all likelihood, be made permanent if modified along
these lines, it would be prudent to establish
at least one additional sunset period to enable the Office of the Inspector General to
audit the use of the amended authority—especially given that modifications to the National Security Letter statutes may substantially increase reliance on Section 215. If, as
its proponents assert, this provision is not
being used to engage in overbroad “fishing
expeditions,” these common-sense limitations should have a minimal practical effect
on legitimate investigations.

National Security Letters
National Security Letters—once all but unknown to the general public—have emerged
as perhaps the most controversial surveillance tool augmented by the Patriot Act and
its successors, and with good reason.93 This
previously narrowly limited power was transformed into a sweeping mechanism enabling
the FBI to acquire, without advance judicial
approval, a wide array of sensitive information about Americans who are not even suspected of any connection with terrorism. As
with Section 215 orders, the recipients are
barred from disclosing the request. The ensuing explosion of NSLs has been characterized by government officials as a “hundred-
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to encompass Web IP addresses visited and
e-mail sender and recipient addresses, at the
very least.
The Patriot Act and subsequent intelligence legislation vastly expanded these authorities along multiple dimensions. The
most significant is the removal of any requirement of a link to a suspected foreign
power. Previously, NSLs applied only the records of persons suspected, on the basis of
“specific and articulable facts,” of being foreign spies (or to their contacts, if only basic
subscriber information was sought).102 In
their current form, NSLs need only certify
that the records sought are relevant to an
authorized investigation, according to the
FBI’s own determination.
As the Justice Department itself explains,
this “minimal evidentiary predicate . . . means
that the FBI—and other law enforcement or
Intelligence Community agencies with access
to FBI databases—is able to review and store
information about American citizens and
others in the United States who are not subjects of FBI foreign counterintelligence investigations and about whom the FBI has no
individualized suspicion of illegal activity.”103
While the more limited pre-Patriot authority
required direct approval by a high-ranking
official at FBI headquarters, power to issue
NSLs has now been delegated to the Special
Agents in Charge of all 56 FBI field offices.104
Even the weak limitation of a required
connection to an authorized investigation is
ultimately subject to executive branch discretion: two years after the passage of the Patriot
Act, the Attorney General’s guidelines for national security investigations were revised to
permit “preliminary” inquiries—which the
FBI acknowledges are subject to “no particular standard of proof”—to count as “authorized investigations.”105 Though previously
restricted to full investigations, nearly half of
the NSL requests in the years following the
guideline change were issued in connection
with preliminary inquiries.106
Later amendments also dramatically expanded the scope of NSLs for financial records, allowing them to be served not only

on traditional financial institutions, such as
banks and credit card companies, but also:
insurance companies, pawnbrokers,
dealers in precious stones or jewels,
travel agencies, telegraph companies,
licensed money transfer companies,
automobile dealers, real estate closing
companies, casinos, the Post Office,
government agencies involved in financial transactions, and any other business “whose cash transactions have a
high degree of usefulness in criminal,
tax, or regulatory matters.”107
RFPA NSLs, therefore, now cover “almost
any record” in the custody of “virtually any
commercial or government entity that handles cash transactions with customers.”108
The Explosive Growth of Post-Patriot
NSLs
Three extensive reports from the Office
of the Inspector General show that the dramatic expansion of these authorities has
led to an equally dramatic increase in their
use.109 While no reliable data exists for 2001–
2002, the OIG counted nearly 200,000 NSL
requests issued by the FBI from 2003–2006,
with more than 56,000 issued in a single
year—up from the 8,500 issued in 2000.110 As
the OIG notes, however, poor recordkeeping
and reporting in the early years mean that
the true figure is almost certainly substantially higher.111
Moreover, the proportion of those requests pertaining to U.S. persons has risen
sharply over time. In 2003, roughly 39 percent of NSL requests were related to investigations of citizens or legal residents. By
2006, that figure had risen to 57 percent—
meaning a total of 11,517 Americans had
their records scrutinized pursuant to NSL
authorities.112
The figures calculated by the OIG are not
strictly comparable to those reported to Congress by the Department of Justice each year,
which include only NSL requests pertaining
to U.S. persons, and (perhaps more signifi-
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cantly) exclude requests for basic subscriber
information under ECPA’s NSL authority.
Despite these limitations, more recent reports suggest that the FBI continues to rely
heavily on NSLs. In 2009, the most recent
year for which reported figures are available,
the FBI issued 14,788 NSL requests for information about 6,114 U.S. persons (again, not
counting requests for basic subscriber information).113
The vast majority of those Americans
are almost certainly not even suspected of
involvement in espionage or terrorism. As
then assistant attorney general David Kris
explained in 2009, NSLs are used to “sweep
more broadly than just the individual who
may end up being the defendant or identified as a terrorist precisely because [investigators] are trying to develop the case.”114
NSLs are often used to map a “community
of interest” based on an initial suspect’s “calling circle,” a process that may entail gathering information about persons “two or three
steps removed” from the target.115 Often
FBI officials who signed off on boilerplate
NSL language seeking broad “community of
interest” data “were not even aware that they
were making such requests.”116 As the OIG
noted, given the statutory requirement that
records be obtained via NSL only following a
determination of relevance by designated officials, this practice “violated the ECPA, the
Attorney General’s NSI Guidelines, and FBI
policy.”117

tential suspects. As Michael Woods, a former
senior FBI attorney has explained, reflecting
on the post-9/11 climate at the Bureau:
All of a sudden, every lead needed to be
looked at. The atmosphere was such
that you didn’t want to be the guy
who overlooked the next Moussaoui.
. . . If you’re telling the FBI people
over and over you need to be preemptive, you need to get out there before
something happens, you’re pushing
people toward a fishing expedition.
We heard over and over again, connect
the dots, and we were pushing the
envelope and doing things that, in the
old days, would have seemed beyond
the pale.119
This makes sense, however, only if the inability to exhaustively pursue a large number of
lower-threshold leads is a significant cause of
intelligence failure. But there is little evidence
for this proposition. Several perpetrators of
the 9/11 terror attacks—notably Khalid alMidhar and Nawaf al-Hazmi—were known
al Qaeda associates who had been monitored by the Central Intelligence Agency well
before they entered the United States. The
failure to detect and disrupt that plot, then,
cannot be attributed to an excessively high
threshold for following up leads: those individuals plainly met any reasonable threshold
for investigation, and indeed, could clearly
have been extensively monitored pursuant to
pre-Patriot authorities. As in the case of Zacarias Moussaoui, the problem was not inadequate information collection, but inadequate
sharing and analysis of information already
collected.120 Other provisions of the Patriot
Act and subsequent legislation have properly
aimed to remedy some of these structural
(and, indeed, cultural) problems—but it is far
less clear that a paucity of raw data prior to
the expansion of NSL authority was a genuine problem requiring a solution.
Any tool used as frequently as NSLs will, of
course, retrospectively be seen to have played
a role in some successful investigations. But

More Letters, Diminishing Returns
Agents interviewed by the OIG have generally indicated that they find NSLs highly
useful—but as with Section 215 orders,
much of this usefulness consists in generating new leads and then eliminating the probable dead ends.118 While this is, of course, an
important goal, the ease of NSL information
gathering may also lower the threshold for
which leads are worth pursuing. It may even
create a vicious cycle, where gathering more
information generates more leads, requiring
that still more information be collected in
order to shrink the ballooning pool of po-
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this is a poor metric of their general utility,
especially when their primary function is preliminary filtering of large numbers of people
to identify individuals—such as terrorists—
with extremely low frequency in the population. We do not normally test the general
public for very rare diseases, because even a
very accurate test will tend to produce an unacceptably high number of false positives for
each accurate diagnosis.121 In intelligence no
less than in epidemiology, the proper policy
question is not whether any particular tool
generates some data that is useful in a successful investigation, but whether it provides
enough necessary information at the margin—information that could not have been
obtained using (for example) a combination
of narrower, pre-Patriot NSLs and judicially
authorized Section 215 orders—to justify the
costs of diminished privacy and resources expended chasing false positives. On the basis
of these very considerations, an independent
review by an expert panel of the National
Research Council has cautioned against reliance on predictive data mining in the War on
Terror.122
Though it is difficult to say definitively
without access to classified records, publicly
available data provides some reason to believe
we have passed the point of diminishing returns. Of the fraction of FBI terror investigations ultimately referred to U.S. attorneys in
2001, immediately after the 9/11 attacks, 66
percent resulted in prosecutions in 2002. By
2009, the number had fallen to 21 percent—
meaning federal prosecutors were declining to pursue nearly 80 percent of the cases
referred to them by the FBI.123 The average
prison sentence for international terrorism
prosecutions resulting in convictions fell
from 40 months in 2004 to 5 months in 2006,
suggesting that the great majority involved offenses substantially less serious than planned
attacks on Americans.124
In short, it seems at least plausible that
investigative efforts are expanding to fill the
available space created by enhanced authorities, with easier access to records enabling
a larger number of investigations to be pur-

sued with a lower threshold of suspicion. If
it is argued that NSLs are necessary to quickly sort through large numbers of ultimately
unproductive leads, we should at least insist
on evidence that there is some measurable
benefit to opening so many investigations in
the first place. It is telling, as the American
Civil Liberties Union notes, that “every time
an NSL recipient has challenged an NSL in
court, the government has ultimately withdrawn its demand for records”—a pattern
that is extremely difficult to reconcile with
claims that those demands are essential to
safeguard against terror attacks.125
After investigations are closed—and regardless of whether they result in prosecution, or any grounds for suspicion that the
persons whose records have been obtained
are guilty of anything—“once information is
obtained in response to a national security
letter, it is indefinitely retained and retrievable by the many authorized personnel who
have access to various FBI databases.”126
Some 13,000 users, within both the FBI and
other government agencies, have access to
the billions of records contained in one of
the most extensive databases, the Investigative Data Warehouse.127 As recent large-scale
releases of classified documents by the whistleblowing website WikiLeaks have shown, a
single user in the digital era—whether acting
from misguided idealism or more sinister
motives—may be able to extract enormous
quantities of sensitive information, even
from putatively secure databases.128
A History of “Widespread and Serious
Misuse”
Already, these sweeping authorities have
been subject to widespread misuse. A review
by the Electronic Frontier Foundation of
some 800 violations of the law or internal
guidelines reported to the Intelligence Oversight Board from 2001–2006 found that
nearly a third involved National Security Letters.129 Still more troubling, a small sample
of case files reviewed by the OIG found that
22 percent contained potential violations
that had never been reported, many involv-
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ing the acquisition and retention of records
beyond the legitimate scope of the NSL.130
Perhaps the most disturbing violations of
the rules governing surveillance powers involve the use of so-called “exigent letters” and
informal requests for telecommunications
data to bypass the NSL approval and oversight process. Between 2003 and 2006, agents
in the FBI’s Communications Analysis Unit
issued 722 of these exigent letters to obtain
data from providers without appropriate legal process, often indicating that an NSL or
subpoena would be provided later.131 While
ECPA does contain a provision covering disclosure in genuine emergencies, as when an
attack is believed to be imminent, that exception was not invoked in these instances, and
would have applied to only a tiny fraction of
the putatively exigent cases.132 Among those
whose records were improperly obtained
were reporters for the Washington Post and the
New York Times—in violation of both the law
and internal regulations requiring that the
attorney general approve such requests.133
Still more incredibly, investigators sought
records pertaining to more than 3,500 telephone numbers without any process at all,
simply requesting records “verbally during
telephone calls or visits to the providers’
Communications Analysis Unit work stations, or on pieces of paper, such as Post-it
notes.”134
FBI officials would later attempt to cover
these improprieties after the fact by issuing
blanket NSLs covering hundreds of phone
numbers.135 But at least 266 phone numbers
for which records were improperly acquired
“were related to criminal investigations or
domestic terrorism investigations for which
NSLs are not an authorized technique under the ECPA NSL statute, the Attorney
General’s NSI Guidelines, or FBI policy.”136
When the OIG interviewed the personnel
responsible for these practices, it found that
“no one could satisfactorily explain their
actions,” instead offering only “a variety of
unpersuasive excuses.”137 Supervisors had,
at one point, attempted to implement a database to track requests to telecommunica-

tions providers, but agents refused to use
the new system “because they did not want
the responsibility for inputting the data.”138
While it is conceivable that this reluctance
stemmed from an extreme aversion to clerical work, it may also indicate that at least
some of them may have had doubts about
the legality of the prevailing practices. It is
similarly telling that when information obtained by these extralegal means was later
cited in the small sample of warrant applications to the secret Foreign Intelligence Surveillance Court reviewed by OIG, “FBI personnel filed inaccurate sworn declarations
with the FISA Court to the effect that the
subscriber or calling activity information
was obtained in response to NSLs or a grand
jury subpoena, when in fact the information was obtained by other means, such as
exigent letters.”139 Again, while it is possible
to ascribe these false statements to innocent
error, they are also consistent with a desire
to avoid FISC scrutiny of the use of exigent
letters and informal requests.
The Nature of Intelligence Abuses
While the use of exigent letters was finally
formally barred in 2007, it seems clear that
the broad and discretionary nature of NSL
authority was a key factor in allowing the
practice to continue for several years—well
after supervisors and Department of Justice
attorneys became aware of it. While presumably this particular form of abuse is not now
likely to continue, its scale and persistence
confirms the general tendency for admirably
dedicated investigators, precisely as a function of their dedication, to stretch the limits
of their authority when unchecked by a neutral and detached magistrate. It demands
too much to expect agents properly focused
on what is expedient in a specific investigation to simultaneously balance their needs
against the aggregate interest in preserving a
general system of liberties and privacy protections.
Indeed, from a systemic perspective, excessive focus on particular “abuses” may be
something of a red herring. It would, after
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all, be far more troubling if the authority
to acquire records were simply broadened
so far that almost nothing counted as an
abuse. The real issue is that even if used precisely as intended, NSLs permit the collection and retention of an enormous amount
of sensitive information about innocent
Americans for the most part.
The history of intelligence abuses in the
United States suggests that the existence of
such large databases in itself increases the
risk of abuse, even if the initial collection
itself is consistent with the letter of the law.
While our system of checks and balances is
designed to exclude improperly obtained information at trial, historical abuses of intelligence surveillance have more often involved
the extralegal use of information to intimidate or harass political dissidents, journalists, and even judges and legislators.140 As
the Senate committee headed by Sen. Frank
Church summarized the results of its intensive investigation in the 1970s:

harassed and disrupted because of
their political views and their lifestyles. Investigations have been based
upon vague standards whose breadth
made excessive collection inevitable.
Unsavory and vicious tactics have been
employed—including anonymous attempts to break up marriages, disrupt meetings, ostracize persons from
their professions, and provoke target
groups into rivalries that might result
in deaths. Intelligence agencies have
served the political and personal objectives of presidents and other high officials. While the agencies often committed excesses in response to pressure
from high officials in the Executive
branch and Congress, they also occasionally initiated improper activities
and then concealed them from officials
whom they had a duty to inform.141
In many cases—although not all—the initial
monitoring of domestic targets was itself
improper, and there has been an understandable tendency to see this as the sine qua
non of abuse. But in a 21st- century technological context, an enormous quantity of
information about group political activities,
which previously would have been obtainable only via targeted direct surveillance,
may be derivable by means of sophisticated
analysis of telecommunications metadata
swept up in the course of facially legitimate
investigations. Under rules that permit the
sweeping collection of such data—especially
if dead-end leads are both numerous and
disproportionately concern unpopular (but
nonviolent) political and religious groups—
the potential for inappropriate future use of
information will not necessarily be linked
with improper intent at the acquisition
stage. Minimization rules limiting retention
and dissemination of data—which should be
strengthened—can mitigate this risk to some
extent. But harms of this type are inherently
difficult to detect, and the mere existence of
such massive databases has the potential to
chill protected political activity.

Too many people have been spied upon
by too many Government agencies
and too much information has been
collected. The Government has often
undertaken the secret surveillance of
citizens on the basis of their political
beliefs, even when those beliefs posed
no threat of violence or illegal acts
on behalf of a hostile foreign power.
The Government, operating primarily
through secret informants, but also
using other intrusive techniques such
as wiretaps, microphone “bugs,” surreptitious mail opening, and breakins, has swept in vast amounts of
information about the personal lives,
views, and associations of American
citizens. Investigations of groups
deemed potentially dangerous—and
even of groups suspected of associating with potentially dangerous organizations—have continued for decades,
despite the fact that those groups did
not engage in unlawful activity.
Groups and individuals have been
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Just Another Subpoena?
Like Section 215 orders, National Security Letters are routinely defended on the
grounds that they only grant intelligence
investigators “the same” authority that is
available to criminal investigators via such
mechanisms as administrative or grand-jury
subpoenas.142 Even in the criminal context,
it bears noting that the routine investigative use of third-party document subpoenas is a late 20th-century development that
has occasioned fierce criticism from Fourth
Amendment scholars.143 But these analogies also typically elide a number of important and fundamental differences between
NSLs and the subpoenas typically used in
criminal investigations.
While the grand jury, as it exists today, is
often subordinate to prosecutors in practice,
the “theory of its function,” as Justice Antonin Scalia has written, “is that it belongs to
no branch of the institutional Government,
serving as a kind of buffer or referee between
the Government and the people.”144 This
“unique role in our criminal justice system”
is intimately related to its broad investigatory powers, which may be exercised in service
of “determining whether or not a crime has
been committed.”145 This function bears
the greatest resemblance to the most frequent use of National Security Letters—as
a tool for exhaustively following-up leads,
typically in order to close off unpromising
avenues of investigation—except that recipients of grand-jury subpoenas are generally
not subject to indefinite gag orders barring
disclosure of their own testimony. Trial subpoenas issued at the discretion of federal
prosecutors, by contrast, are bound by more
stringent procedural restrictions: they are
typically tied to a particular criminal offense
that there are grounds for believing has been
or will be committed, and they are meant to
be relatively narrowly calculated to produce
admissible evidence of that offense.146
Perhaps the most important practical
difference, however, is that National Security Letters are fundamentally secret tools
whose recipients are, in most cases, indefi-

nitely bound from disclosing even their
existence to the general public. The details
of their use typically remain shrouded, not
merely for the duration of a specific investigation, but effectively forever. This not
only removes one important kind of check
on the agents using the authority, but also
importantly alters the incentives facing the
recipients of demands for information.
A comparison with the recent case of Gonzales v. Google is instructive here.147 The Internet search-giant Google moved to quash
a subpoena seeking a sample of user search
queries, which the government hoped would
be relevant to its defense of the controversial
Child Online Protection Act against a challenge by the American Civil Liberties Union.
The company made clear that a primary basis for its challenge was the fear of losing users’ trust, and that “even a perception that
Google is acquiescing to the Government’s
demands to release its query log would
harm Google’s business.”148 Though relatively unmoved by this “business goodwill”
argument, the court sua sponte raised its independent concerns about the implications
of the request on the privacy of Google’s users, and ultimately rejected the demand for
even anonymized query logs. While Google’s
reputational interest did not prove decisive
in blocking the demand for information, it
did provide an important motive for the judicial review that allowed user privacy interests to be weighed against the government’s
need for information.
Contrast the track record of National Security Letters, where in many cases employees from major telecommunications firms
not only failed to object to improper requests, but were to a substantial degree the
instigators of the abusive practices.149 In the
sample of reported violations surveyed by
the Electronic Frontier Foundation, more
than half of those related to NSLs occurred
because “the private entity receiving the
NSL either provided more information than
requested or turned over information without receiving a valid legal justification from
the FBI.”150 In one particularly egregious
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case, a provider responded to a request for
e-mail “header information” with “two CDs
containing the full content of all e-mails in
the accounts.”151 As EFF concluded:

One obvious interest implicated by NSLs
seeking information about Internet activities
is that of anonymous speech. The Supreme
Court has held that “an author’s decision
to remain anonymous, like other decisions
concerning omissions or additions to the
content of a publication, is an aspect of the
freedom of speech protected by the First
Amendment.”155 The Constitution itself, after all, owes its existence in no small part to
the pseudonymously-published pamphlets
we now know as The Federalist Papers.
For this reason, a growing number of
courts have found it appropriate to apply
heightened standards to civil subpoenas
whose purpose is to uncover the identity of
an anonymous online speaker.156 While the
precise standards employed vary from court
to court, common features include a requirement of notice (via an intermediary) to the
defendant before his identity is disclosed to
the plaintiff, some prima facie showing to
establish the strength of the plaintiff’s case,
and a judicial balancing of the plaintiff’s interest against the burden on speech entailed
by disclosure.157
The First Amendment protects not only
the right to speak, but also a corollary “right
to receive information and ideas.”158 Thus,
some legal scholars have argued for a parallel right to read anonymously, which could
similarly be burdened by NSLs targeting
websites hosting controversial content.159
Here, too, courts have suggested that subpoenas seeking to reveal the reading habits
of a target would be subject to heightened
scrutiny.160 The Supreme Court of Colorado
has extended this logic to impose heightened standards, even upon probable-cause
search warrants “directed to bookstores, demanding information about the reading history of customers,” on the grounds that they
“intrude upon the First Amendment rights
of customers and bookstores because compelled disclosure of book-buying records
threatens to destroy the anonymity upon
which many customers depend.”161
There is no obvious reason to think this
logic any less applicable to the Internet than

Companies were all too willing to
comply with the FBI’s requests, and
—in many cases—the Bureau readily incorporated the over-produced
information into its investigatory
databases.152
This presents a potentially serious problem,
because even where the Fourth Amendment
does not protect data against disclosure, government searches of telecommunications
records, in particular, may implicate distinct
First Amendment interests. The permanent
secrecy surrounding National Security Letters—which, again, appear to be used primarily
to obtain information about people who are
not ultimately found to be engaged in wrongdoing—means that the recipients will typically
lack both the information that would be necessary to determine when a challenge on First
Amendment grounds might be appropriate
and, as importantly, the incentive to do so.

In many cases
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Where the Fourth Amendment Meets
the First Amendment
As Justice Powell observed in his majority
opinion in the Keith case, national security
investigations “often reflect a convergence
of First and Fourth Amendment values not
present in cases of ‘ordinary’ crime. Though
the investigative duty of the executive may be
stronger in such cases, so also is there greater jeopardy to constitutionally protected
speech.”153 These concerns are far from hypothetical: in at least one case noted by the
Inspector General, the FBI initially sought
a Section 215 order for records, which the
FISA court denied on the basis of First
Amendment concerns. The Bureau then proceeded to obtain the very same records using
National Security Letters, even though the
NSL statutes are nominally subject to the
same First Amendment constraints as Section 215 orders. 154
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to bookstores—and, indeed, substantial
circumstantial evidence that users rely, if
anything, more heavily on the sense of anonymity the Web provides. For example, 40
percent of Internet users, by one estimate,
visit pornographic websites each month.162
More than a third have visited sites related
to sensitive personal issues, such as online
support groups or sites providing information about medical conditions.163 The
willingness of users to seek information on
such sensitive topics will often depend on
the belief that they remain anonymous in
doing so.
Finally, the Supreme Court has recognized a First Amendment interest in “expressive association,” holding in NAACP v.
Alabama that “immunity from state scrutiny
of membership lists” may be necessary to
preserve the “right of the members to pursue
their lawful private interests privately and to
associate freely with others in so doing.”164
This is, necessarily, an interest that does not
turn on whether a third party entity has
access to the data in question. It is also an
interest especially likely to be implicated as
government agencies use NSL-derived data
for link analysis aimed precisely at inferring
group structures from patterns of communication. In the context of the War on Terror,
there is ample evidence that the practice of
using NSLs to “follow every lead” is particularly likely to sweep in data about members
of controversial (but peaceful) political and
religious groups, even if only for the purpose
of establishing the absence of a connection
with more dangerous groups that may hold
superficially similar radical views.165
Obviously, as organizations make use of email and the Internet to communicate with
and coordinate their membership, requests
for telecommunications metadata will often
tend to reveal such group associations—and
when the organization itself is targeted, will
be tantamount to straightforward acquisition of a membership roster. Suppose, for
example, an NSL “community of interest”
request takes as its starting point a member
of a group mailing list devoted to political

advocacy. The acquisition of the “second
degree” transactional records for the list’s email address will not only, in effect, reveal the
full membership list of the group, but is also
likely to provide fairly detailed information
about which are the most active participants.
This is true not only with respect to traditional, formally incorporated political entities,
but self-organizing ad-hoc groups, which legal scholar Katherine Strandburg has dubbed
“emergent associations.”166 These kinds of
informal, bottom-up associations may be especially sensitive to chilling effects, precisely
because they will often lack the institutional
resources to protect themselves possessed by
more formal, traditional activist entities such
as the NAACP.
National Security Letters, then, give us
an unfortunate confluence of features. Confirming Justice Powell’s warning, they seem
especially likely to intrude on protected domains of religious or political speech and
association, as they are used in a sweeping
effort to preemptively identify the miniscule
number of dangerous needles in a largely
benign haystack. The extreme secrecy surrounding them, meanwhile, effectively eliminates the practical mechanism by which judicial scrutiny is often brought to bear when
those interests are implicated by (intrinsically narrower) criminal investigations. All of
this coincides with massively increased capabilities to process, share, and indefinitely
store whatever data is obtained, exacerbating the risk that the aggregate information
contained in government databases may be
subject to pernicious uses unforeseen—and
perhaps unforeseeable—at the time any particular piece of data is acquired.
Recommendations
There is little doubt investigators find
NSLs useful and convenient. But given the
risk to core civil-liberties interests posed by
such sweeping and discretionary tools, convenience is an inadequate justification. The
secret acquisition, without judicial approval,
of sensitive records pertaining to presumptively innocent Americans should not be
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countenanced without clear evidence that
it is necessary to the prevention of serious
harm to national security, and that any more
limited authority would be insufficient to
accomplish this goal. Nothing in the public
record suggests that this burden can be met.
Of the five types of National Security Letters, ECPA NSLs for communications records
present the most serious threat to protected
privacy interests and civil-liberties interests.
The Patriot Act’s expansion of ECPA NSL authority to investigations designed to protect
against international terrorism should be retained, along with the delegation of issuing
authority to field offices, assuming ongoing centralized review. Its scope should otherwise be returned to its pre-Patriot limits.
ECPA NSLs for “toll records” or their Internet equivalent should be limited to persons
believed, on the basis of specific facts, to be
agents of some foreign power. Any effort to
expand their scope from toll records to electronic communications transaction records
generally should be especially resisted, since
the practical implications for privacy interests of such broad authority are effectively
impossible to predict given the speed of technological change. More restricted NSLs, seeking basic subscriber information, should be
available for persons in direct communication with those suspected agents.
This structure properly balances the need
for investigative flexibility with the privacy
interests of largely innocent parties. It allows analysts to determine the identities of
persons with whom actual investigative subjects are in contact, but does not permit the
exposure of potentially sensitive patterns
of communication and association on the
basis of any casual link to a single suspect.
In combination with evidence obtained by
other investigative means, this should enable agents to establish which persons require further scrutiny.
If there is some reason to think the records of particular parties in contact with a
target are relevant to the investigation, but
there are insufficient grounds for concluding that those parties are themselves agents

of a foreign power, the information obtained
at that stage can be employed to make the
requisite showing to the FISA court for a
Section 215 order seeking more-detailed records. This structure still grants enormous
flexibility to investigators, permitting access to records pursuant to a relatively permissive standard, but ensures that records
implicating core speech and association
interests are not routinely obtained about
innocent persons without the approval of
an independent magistrate. While it may
be tempting to insist that a court order be
obtained for all records, this could have the
perverse consequence of yielding greater intrusion, as agents would have an incentive
to sweep as broadly as possible in a single
order—obviating the need for multiple applications—even when more-limited records
would suffice.
A similar process should obtain for financial-record NSLs. That is, they should
permit investigators to obtain detailed records only for persons believed, on the basis of specific facts, to be agents of foreign
powers. They may also permit identification
of other parties to those transactions—such
as the recipient of a wire transfer. Records
of those parties, however, should be acquired
pursuant to a Section 215 order following a
judicial determination that the records are
relevant. Because full credit reports generally contain less-sensitive and detailed information, and are attended by lesser expectations of privacy, the current standard for
credit report NSLs may be adequate, provided future audits confirm they are being used
in an appropriately narrow fashion.
As with Section 215 orders, the gag provisions of the NSL statutes should be modified
to conform to the ruling in Doe v. Mukasey.167
The oversight and minimization procedures
which the Justice Department has already
agreed to implement on a voluntary basis
should similarly be codified in statute to
ensure they are not quietly eroded by the
decisions of future administrations.168 In
particular, when an investigation is closed
without further legal or intelligence action
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being taken, records obtained in the course
of that investigation should be purged from
FBI databases, by default, after some fixed
period of time. There is no legitimate reason
to indefinitely retain detailed information
about tens of thousands of Americans who
are not suspected of involvement in terror
or espionage. Notwithstanding any changes,
the myriad problems already identified with
the use of National Security Letters, and the
incredible scale of their use, suggests that
this expanded authority should be subject
to a sunset and regular auditing by the Inspector General to ensure that they are subject to continuing review.
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